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Part 1: Executive summary 
The purpose of this Privacy Impact Assessment (PIA) is to consider privacy risks associated with 
changes to working arrangements at the Office of the Australian Information Commissioner (OAIC) in 
response to the COVID-19 pandemic.  

While the OAIC has had working from home arrangements in place for some time for a limited number 
of staff, this project will involve a significant increase to the numbers of staff working from home and 
an expansion of the type of work that has traditionally been performed remotely. 

The PIA is intended to address the OAIC’s obligations under Australian Privacy Principle (APP) 1 and 
the Privacy (Australian Government Agencies – Governance) APP Code 2017 (the Code). 

The change to the OAIC’s working arrangements will not result in a significant change to the way the 
OAIC collects, uses and discloses personal information. Accordingly, the PIA considers whether 
changes to physical working arrangements will impact on the handling of personal information, 
assesses potential privacy risks, and makes recommendations to mitigate those risks. 

The PIA considers privacy risks associated with key topics including governance, culture and training, 
internal practices, procedures and systems, ICT security, access security, data breaches, physical 
security and stakeholder considerations.  

A detailed assessment of identified risks and recommended mitigation strategies is contained in Part 
4 of the PIA. All recommendations have been accepted and actioned. Part 5 contains the PIA action 
plan outlining how each recommendation has been addressed.  

Consistent with the OAIC’s Guide to undertaking privacy impact assessments, this PIA will be revisited 
on an ongoing basis and updated if necessary.  
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Part 2: Overview 

Purpose 
The purpose of this PIA is to consider privacy risks associated with changes to working arrangements 
at the OAIC in response to the COVID-19 pandemic. The changes to working arrangements will 
involve: 

1. a greater volume of staff working from home and accessing the OAIC network remotely

2. staff of all levels either being directed, or provided with the option, to work from home where
traditionally this has generally been available to more senior staff, and

3. an expansion of the type of work that may be performed from home.

The PIA considers whether changes to physical working arrangements will impact on the handling of 
personal information, assesses potential privacy risks, and makes recommendations to mitigate 
those risks.  

PIA methodology 

Approach to this PIA 

APP 1 requires entities to take reasonable steps to implement practices, procedures and systems that 
will ensure compliance with the APPs and enable them to deal with enquiries or complaints about 
privacy compliance. Conducting PIAs helps entities to ensure privacy compliance and identify better 
practice. This PIA is intended to assist the OAIC to meet its APP 1 obligations as well as its APP 
obligations more broadly. 

Additionally, the OAIC has an obligation under the Code to conduct a PIA for all high privacy risk 
projects. While the OAIC has had working from home arrangements in place for some time for a 
limited number of staff, we consider that this change in work practices meets the high privacy risk 
threshold. This is in part due to the OAIC’s particular risk profile as the national privacy and FOI 
regulator as well as the significant increase to the numbers of staff working from home and expansion 
of the type of work that has traditionally been performed remotely.  

Given the exigent and unprecedented circumstances associated with the COVID-19 pandemic, this PIA 
has not been subject to public consultation. In accordance with the OAIC’s obligations under the 
Code, a summary of this PIA will be published on the OAIC’s Privacy Impact Assessment register on 
the OAIC website.  

Consistent with the OAIC’s Guide to undertaking privacy impact assessments, this PIA will be revisited 
on an ongoing basis and updated if necessary.  

Scope 

It should be noted that the change to the OAIC’s working arrangements will not result in a significant 
change to the way the OAIC collects, uses and discloses personal information. 
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6. Physical security 
Physical security is an important part of ensuring that personal information held on OAIC systems is 
not inappropriately accessed. It is not possible to consider the individual physical security 
arrangements for each staff member in this PIA. Consequently, this section considers the most 
common physical security risks that may arise in a working from home arrangement and makes 
recommendations to mitigate those risks.  

6.1 Unauthorised disclosure 

‘Unauthorised disclosure’ occurs when an APP entity: 

• makes personal information accessible or visible to others outside the entity, and 

• releases that information from its effective control in a way that is not permitted by the Privacy 
Act.  

The risk of unauthorised disclosure is heightened in a working from home arrangement, particularly 
in the current environment where members of the same household may also be working remotely. 
Unauthorised disclosure may occur where a staff member:  

• discusses the personal information of another individual (eg. while on a call with a complainant) 
where it can be overheard by a third party (such as another member of the household) 

• accesses a record of personal information on the OAIC system which can be viewed on the staff 
member’s computer screen by a third party 

• makes hand-written notes containing personal information and these are obtained or view by a 
third party3 

• emails a record of personal information from the OAIC system to their personal email account 

• discusses or transmits a record of personal information from the OAIC system via personal chat 
groups or other third-party applications like Whatsapp or Messenger. 

It is noted that work management plans are currently being completed by Directors of each section in 
the OAIC with a view to identifying work tasks that may not be able to be performed from home. The 
work plans identify the types of work performed by each staff member and their proposed working 
arrangements, including whether staff have sole use of a home office or whether they will be working 
in a shared space.  

The Working from home self-assessment checklist also contains a question that relates to the 
physical security of a home office environment. Specifically: ‘Is the home office located away from the 
activities of other household members?’. The OAIC expects that staff are only working from a home 
environment. 

 

3 It is noted that material is unable to be printed from the Citrix environment.  
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Conduct more targeted monitoring 
of access to systems to proactively 
identify potential instances of 
unauthorised access or misuse of 
personal information. 

Ruth Mackay / 
Information & Project 
Services 

Completed  The Information & Project Services team has 
developed a plan for proactive 
monitoring/auditing of system access. The 
first round of auditing has been completed 
and audit reports are continuing to be 
refined. 

2 Breach of the Privacy Act 
and resulting 
reputational risks due to 
inadequate staff training 
and awareness around 
their privacy and security 
obligations when working 
from home. 

Develop detailed guidance material 
and distribute to staff addressing 
their privacy and security 
obligations when working from 
home. 

 

Allocated to R&S Completed The OAIC distributed Working from Home 
(WFH) Instructions and Guidance to all staff 
which addressed privacy and security 
obligations when working from home. The 
Guidance is also readily accessible on the 
intranet and covers key privacy and security 
requirements including device security, 
emails, phishing emails, paper records, 
physical security, direct messaging on Skype 
and other mediums, and who to contact if a 
device is lost, stolen or information is 
otherwise compromised. See D2020/005244. 

‘Working from home tips’ have also been 
regularly distributed to remind staff of their 
privacy and security obligations in relation to 
specific topics/issues as follows (these emails 
also contain a link to the WFH Instructions 
and Guidance and are available on the 
intranet and in TRIM): 

31 March 2020 – Information security 
(D2020/010906) 
2 April 2020 – Device security (D2020/010913) 
16 April 2020 – Managing records 
(D2020/010907) 
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21 April 2020 – Emails and phishing 
(D2020/010908) 
28 April 2020 – Physical security 
(D2020/010909) 
19 May 2020 – Privacy and security 
obligations (D2020/010911) 
5 May 2020 – Direct messaging 
(D2020/010910) 

Issue a formal direction under s 
13(5) of the Public Service Act 1999 
that staff must comply with the 
Telework Policy, the Remote access 
and Mobile Devices Policy and any 
guidance material or other 
directions issued by the OAIC in 
relation to working from home 
arrangements. 

Ruth Mackay / Legal This 
recommendation 
has been revised 

Given the timing and approach of other 
agencies, an alternative approach has been 
agreed to (see PIA addendum of 13 May 2020 
below for more information on the revised 
approach).  

3 Breach of the Privacy Act 
and resulting 
reputational risks 
associated with out-of-
date policies and a lack of 
consolidated, clear 
information for staff 
about appropriate 
security practices and 
minimum standards that 
they are required to 
comply with when 
working from home. 

Update all relevant policies and 
distribute to staff. 

 

Allocated to R&S Completed All relevant policies were updated and 
distributed to staff along with the WFH 
Instructions and Guidance prior to the 
transition to remote working arrangements.  

Develop detailed guidance material 
to be distributed to all staff 
addressing their privacy and 
security obligations. 

Allocated to R&S Completed See comment above in relation to the WFH 
Instructions and Guidance and ‘Working from 
home tips’ reminder emails.  
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4 Staff member’s phone is 
accessed by an 
unauthorised third party 
due to inadequate access 
controls leading to an 
increased risk that OAIC 
systems could be 
compromised. 

Staff are directed to enable 
appropriate access controls for the 
device used to download the 
Microsoft Authenticator app. 

Allocated to R&S Completed Included in WFH Instructions and Guidance.  

5 A staff member’s 
personal device has 
inadequate security 
controls leading to an 
increased risk of 
malicious software 
entering the OAIC 
systems or potential 
compromise of retained 
data. 

OAIC to provide guidance to staff 
on minimum security standards 
that personal devices must have 
before accessing the network via 
Citrix.  

Allocated to R&S / 
Brenton Attard 

Completed Included in WFH Instructions and Guidance. 

OAIC to prioritise the issuing of 
OAIC equipment to frontline staff 
who will handle personal 
information as part of maintaining 
the OAIC’s core business remotely 
as well as those administrators with 
broad access to the system. 

Ruth Mackay / 
Corporate Services 

Completed Equipment distributed and longer-term 
equipment needs are now being addressed.  

6 Personal information or 
other OAIC data is 
compromised due to a 
staff member using Skype 
for Business outside of 
the Citrix environment. 

Direct staff to only use the instant 
messenger function of Skype for 
Business in the Citrix environment. 
This would limit the amount of data 
that potentially could be stored on 
a staff member’s personal device to 
a name (if the caller has been 
added as a contact) and phone 
number. 

Ruth Mackay / 
Corporate Services 

Completed Included in WFH Instructions and Guidance. 
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Reiterate guidance to staff that 
they must log out of Citrix sessions 
and lock their computer when it is 
not in use to mitigate the risk of 
unauthorised access by a third 
party. 

Ruth Mackay Completed Included in WFH Instructions and Guidance. 
Guidance was reiterated in ‘Working from 
home tips’ email on device security 
distributed to all staff on 2 April 2020.  

7 Unauthorised access to, 
or misuse of, personal 
information by a staff 
member carrying out 
their normal duties. 

Review all current access 
arrangements and ensure access to 
systems containing personal 
information is limited to those who 
require access to do their job (ie. 
On a strictly need to know basis). 

Ruth Mackay / 
Information & Project 
Services in consultation 
with Directors across 
OAIC 

Completed All Resolve system access reviewed with 
ongoing review of process (case by case basis 
that requires line manager input) 

Implement a proactive audit 
program to monitor system access 
to identify potential instances of 
unauthorised access, misuse or 
disclosure of personal information 
held in OAIC systems.  

Ruth Mackay / 
Information & Project 
Services 

Completed The Information & Project Services team 
have developed a plan for proactive 
monitoring/auditing of system access. The 
first round of auditing has been completed 
and audit reports are continuing to be 
refined. 

As noted above, issue a formal 
direction under s 13(5) of the Public 
Service Act 1999 regarding staff 
obligations. Staff should also be 
reminded of their secrecy 
obligations under s 29 of the AIC 
Act. 

Ruth Mackay / Legal This 
recommendation 
has been revised 

See PIA addendum of 13 May 2020 below.   

 

FOIREQ21/00051   30



March 2020 

 
 

Page 30 Privacy Impact Assessment – Working remotely in response to COVID-19 
oaic.gov.au 

8 Unauthorised access to 
OAIC systems by a third 
party due to a staff 
member electing to 
remain in a logged-in 
state in the Citrix 
environment. 

Disable the ability for staff to elect 
to remain in a logged-in state. If 
this is not possible, staff should be 
directed not to stay signed-in to 
Citrix. 

Ruth Mackay/ 
Corporate 

Completed Issue raised with ICT but as issue impacts 
across AHRC not supported. Staff have been 
advised not to stay signed in.  

Included in WFH Instructions and Guidance 
and ‘Working from home tips’ email on 
device security.  

Guidance material to staff to 
include a reminder to log-out from 
Citrix when no longer in use. 

Allocated to R&S Completed Included in WFH Instructions and Guidance 
and ‘Working from home tips’ email on 
device security sent on 2 April 2020. 

9 Staff member falls victim 
to phishing-related attack 
leading to potential 
compromise of the staff 
member’s device and 
OAIC systems. 

Include information about how to 
identify phishing related emails, 
and what to do if an actual or 
suspected phishing email is 
received, in staff guidance material. 

Allocated to R&S Completed Included in WFH Instructions and Guidance 
and ‘Working from home tips’ email on 
phishing emails sent on 21 April 2020. 

As recommended above, guidance 
should be provided to staff on 
minimum security standards that 
personal devices must have before 
accessing the OAIC network via 
Citrix. 

Allocated to R&S Completed  Included in WFH Instructions and Guidance. 

10 Increased risk of potential 
data breach incidents 
(such as lost devices) 
reported to data breach 
team resulting in 
potential delays in 

Data breach response team to 
ensure that they can be easily 
contacted by staff, and each other, 
to facilitate a timely response to 
actual or suspected data breach 
incidents. 

Ruth Mackay / Legal Completed Data breach response has been updated and 
feedback from the Deputy Commissioner 
addressed. 
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responding to actual or 
suspected incidents. 

 

Data breach response team should 
review the composition of the team 
to ensure that there are sufficient 
number of people who can respond 
if key personnel are unavailable 
due to illness or other factors. 

 

Ruth Mackay / Legal Completed As above. 

Data breach team should test 
response plan via a simulated 
exercise involving a working from 
home related incident with a view 
to identifying whether any 
modifications are required to the 
plan. 

Ruth Mackay / Legal Completed Response test plan developed, and data 
breach exercise scheduled.  

11 Unauthorised disclosure 
of personal information 
resulting from staff 
undertaking activities 
from home that would 
usually be performed in a 
secure office 
environment. 

Careful consideration be given to 
whether certain work tasks are 
unable to be performed from 
home. 

All Exec Completed As noted above, all Directors completed work 
management plans for their teams prior to 
the OAIC’s transition to remote working 
arrangements. The work plans required 
Directors to, amongst other things, conduct a 
‘sensitivity risk assessment’ of work tasks 
that could be done in the home environment, 
by which staff and with what controls in 
place. The template work management plan 
is at D2020/010897.  
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Develop clear guidance regarding 
physical security measures that all 
staff working remotely are required 
to take.  

Allocated to R&S Completed Included in WFH Instructions and Guidance 
and ‘Working from home tips’ email on 
physical security sent on 28 April 2020.  

Consider how the risk of 
unauthorised disclosure can be 
further mitigated by modifying 
work tasks that are able to be 
performed from home (eg. 
Increasing communication over 
email (rather than the phone, 
reallocation of matters to staff with 
a private home office, or 
nominating a dedicated day where 
staff come into the office to make 
phone calls or respond to phone 
enquiries). 

All Exec (particularly 
DR) 

Completed See email from David Stevens outlining how 
this recommendation has been addressed 
(D2020/009362). 

Implement an ongoing program of 
‘spot checks’ (which may be carried 
out via virtual or remote methods) 
to inspect staff members working 
arrangements. 

Ruth Mackay/ 
Corporate 

Completed Program of Skype calls to all staff from 
People and Culture implemented.  

Where staff do not have a private 
home office, consider the provision 
of (or assistance to acquire) 
additional office equipment (such 
as a desk or office chair) to enable a 
temporary work space to be 

Ruth Mackay / 
Corporate Services 

Completed Monitors have now been distributed, in 
addition to a range of other requests being 
met.   
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established in a separate room of 
the home. 

  Assistance should also be given to 
staff who do not have adequate 
access to secure WiFi connections 
so that the work is not performed 
via unsecured WiFi networks. 

Ruth Mackay / 
Corporate Services 

Completed Issue has been addressed in the short term 
but is costly.  Looking for better solution. 

12 Lost devices leading to an 
increased risk that OAIC 
systems 

OAIC to provide guidance on 
minimum security access controls 
that should be enabled on all 
devices. 

 

Allocated to R&S Completed Included in WFH Instructions and Guidance. 

Direct staff to enable Find My 
Phone/ Find My Device on mobile 
devices, so they can be remotely 
wiped if they are lost or stolen. 

Allocated to R&S Completed Included in WFH Instructions and Guidance. 

13 Individuals are concerned 
about the handling of 
their personal 
information outside of 
the OAIC office 
environment. 

Develop standard wording and a 
process to assist staff respond to 
concerns from affected individuals 
about the handling of their 
personal information outside of the 
OAIC environment. 

 

Ruth Mackay / David 
Stevens / Strategic 
Communications 

Completed See email from DS at D2020/009362. 

Develop other public messaging to 
deploy if necessary to notify the 

Ruth Mackay / Strategic 
Communications 

Completed Public messaging has been drafted. 
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public that the OAIC has changed 
arrangements in place to enable 
continuity of service in response to 
COVID-19.  

Consider whether matters can be 
suspend on request until such time 
that they can be dealt with in the 
office, noting that these concerns 
may be used to frustrate the 
resolution process and it is not 
clear how long the OAIC may be 
required to operate remotely. 

David Stevens / Rocelle 
Ago 

Completed See email from DS at D2020/009362. 
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Schedule 1 – Risk assessment framework 
Likelihood criteria 

 

Consequence criteria 
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Risk assessment matrix 
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Addendum – 13 May 2020 
This is an addendum to the PIA and action plan signed-off on 24 March 2020.  

In the original PIA, it was recommended that the OAIC issue a formal direction to staff under the 
Public Service Act to:  

• direct staff to comply with the Telework Policy, the Remote Access and Mobile Devices Policy and 
any guidance material or other directions issues by the OAIC in relation to working from home 
arrangements, and 

• remind staff of their secrecy obligations under s 29 of the AIC Act.  

Given the timing and approach of other agencies, it is no longer considered feasible or effective to 
issue the direction. Accordingly, an alternative approach has been developed in consultation with 
key internal stakeholders and is outlined below.  

Existing controls 

The OAIC has a number of existing controls in place to ensure staff are aware of their obligations to 
comply with relevant policies and their legislative secrecy obligations.  

Upon commencement at the OAIC, staff are required to sign a confidentiality agreement and agree to 
comply with all applicable law. The agreement requires staff to acknowledge that they have read and 
understood several key provisions with legal effect including: 

• s 29 of the AIC Act, and 

• cl 12 of the OAIC Enterprise Agreement which states that, ‘In addition to the APS Code of Conduct, 
OAIC employees must comply with OAIC policies and guidelines and use the resources, 
equipment and facilities of the OAIC in a proper and lawful manner…’ 

Also on commencement, staff are required to sign a Proper use of OAIC’s Computer and IT Facilities 
Form which states that, ‘The Commission's access policy on the proper use of its computer system 
and IT facilities, including e-mail and Internet usage is located on the Intranet. It is the user's 
responsibility to have read and to comply with this policy.’ 

As described in the PIA, staff must seek approval for remote access as part of the telework application 
process. In the application for remote access, staff must agree to comply with the ICT Security Policy, 
the Remote Access and Mobile Devices Policy and the ICT Facilities Usage Policy.   

Further, a Working from Home Instructions and Guidance document was distributed to staff prior to 
moving to remote working arrangements and states: 

Privacy and confidentiality is of paramount importance given the OAIC’s privacy and non-
disclosure obligations. Everyone working for the OAIC must comply with privacy and secrecy 
provisions. We must only use and disclose information that we receive in the course of our 
functions, for legitimate purposes in discharging those functions. It is a serious offence if you 
divulge OAIC information for non-work related purposes. 
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New approach 

The Telework Policy states that further approval for ongoing telework arrangements must be sought 
after 6 months. Most telework arrangements for OAIC staff were approved in March 2020 so the 6-
month review process will need to occur in September 2020.   

As part of this process, it is recommended that staff ‘refresh’ their secrecy/confidentiality obligations 
by acknowledging that they have understood the relevant provisions in the AIC Act. This could be 
done by signing a form (similar to the form which is signed upon commencement at the OAIC) or 
through some other positive action that demonstrates staff have read and understood the relevant 
obligations in the AIC Act.  

We note this is consistent with the approach of other agencies, such as the ABS, which do this on an 
annual basis. Combined with the OAIC’s existing controls and other mitigation strategies that have 
been implemented in response to the PIA, we consider that this approach will help to mitigate the 
risks identified above. 

Further, the 6-month review process will provide an opportunity to actively consider whether 
telework arrangements and types of system access continue to be appropriate for each staff member. 
This does not need to be an onerous process. Rather, the OAIC could require staff to advise if any 
circumstances have changed since the original application was lodged and, at the same time, obtain 
acknowledgment from staff that they understand their secrecy obligations as outlined above.  

Agreed actions 

1. The six-month review of remote working arrangements will be conducted in September 2020. 

2. The review will be led by the People and Culture team with assistance from Legal in drafting the 
relevant material for staff to refresh their confidentiality obligations. 
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