FOIREQ24/00279 0001

2 Malicious or criminal attack Social engineering / impersonation 2-10 2 Finance (indl. superannuation)
o Malicious or criminal attack Cyber incident Ransomware 101 - 1000 400 Finance (indl. superannuation)
a1 Human error Pl sent to wrong recipient (mail) 1 1 Finance (indl. superannuation)
o Malicious or criminal attack Cyber incident Phishing (compromised credentials) 1 1 Finance (indl. superannuation)
[} Malicious or criminal attack Cyber incident Ransomware 1001 - 5000 5000 Finance (indl. superannuation)
2 Malicious or criminal attack Theft of paperwork or data storage device 1001 - 5000 2000 Finance (indl. superannuation)
2 Human error Pl sent to wrong recipient (mail) 1 1 Finance (incl. superannuation)
153 Human error Unauthorised disclosure (verbal) 1 1 Finance (indl. superannuation)
o Malicious or criminal attack cyber incident e —Le “e)"e' — 1 1 Finance (incl. superannuation)
12 Human error Pl sent to wrong recipient (mail) 1 1 Finance (indl. superannuation)
920 Human error Pl sent to wrong recipient (email) 1 1 Finance (incl. superannuation)
3 Malicious or criminal attack Theft of paperwork or data storage device 2-10 2 Finance (indl. superannuation)
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o Malicious or criminal attack
3 Human efror
o Human error
7 Malicious or criminal attack
a Human error

1401 System fault

161 Malicious or criminal attack
2 Human efror
13 Malicious or criminal attack
4 Malicious or criminal attack

FOIREQ24/00279 0002

Social engineering / impersonation

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Pl sent to wrong recipient (mail)
Unintended access

Rogue employee / insider threat

Pl sent to wrong recipient (email)

Social engineering / impersonation

Social engineering / impersonation

1 Finance (incl. superannuation)
1 Finance (incl. superannuation)
2 Finance (indl. superannuation)
3 Finance (incl. superannuation)
110 Finance (incl. superannuation)
1 Finance (incl. superannuation)
1 Finance (indl. superannuation)
1 Finance (indl. superannuation)
1 Finance (incl. superannuation)
1 Finance (incl. superannuation)



FOIREQ24/00279 0003

4 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (incl. superannuation)
o Malicious or criminal attack Social engineering / impersonation 1 1 Finance (indl. superannuation)
3 Human error Unauthorised disclosure (verbal) 1 1 Finance (indl. superannuation)
2 Human error Pl sent to wrong recipient (email) 1 1 Finance (indl. superannuation)
136 Malicious or criminal attack Cyber incident Ransomware 101 - 1000 500 Finance (indl. superannuation)
34 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (incl. superannuation)
20 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (indl. superannuation)
8 Malicious or criminal attack Cyber incident Ransomware 101 - 1000 139 Finance (incl. superannuation)
14 Human error Pl sent to wrong recipient (email) 1 1 Finance (incl. superannuation)
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1 Malicious or criminal attack
145 Malicious or criminal attack
4 Malicious or criminal attack
o Malicious or criminal attack
- Human error
1 Human error
1 System fauit
1126 Malicious or criminal attack
[} Malicious or criminal attack
101 Malicious or criminal attack
[ Malicious or criminal attack

FOIREQ24/00279 0004

Cyber incident Ransomware
Cyber incident Phishing (compromised credentials)
Cyber incident Hacking
Cyber incident Ransomware
Unauthorised disclosure (unintended release or
publication)
L i i i release or
publication)
Unintended access

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Cyber incident Phishing (compromised credentials)

5001 - 10000

11-100

101 - 1000

50001 - 100000

1350

728

50411

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)
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Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

System fault

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

FOIREQ24/00279 0005

Social engineering / impersonation

Pl sent to wrong recipient (mail)

Unauthorised disclosure (unintended release or
publication)

Unintended release or publication

Pl sent to wrong recipient (email)

Unauthorised disclosure (unintended release or
publication)

Pl sent to wrong recipient (email)

Social engineering / impersonation

Rogue employee / insider threat

Unauthorised disclosure (unintended release or
publication)

Phishing (compromised credentials) 11-100

Compromised or stolen credentials (method

) 11-100

Phishing (compromised credentials) 101 - 1000

Hacking 101 - 1000

5001 - 10000

11-100

110

Finance (indl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)
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Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

FOIREQ24/00279

Cyber incident

Cyber incident

Pl sent to wrong recipient (other)

Social engineering / impersonation

Social engineering / impersonation

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Social engineering / impersonation

0006

Ransomware

Ransomware

Brute-force attack (compromised credentials)

101 - 1000

11-100

11-100

101 - 1000

245

598

Finance (indl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)
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Human error

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

FOIREQ24/00279 0007

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Unauthorised disclosure (verbal)

Unauthorised disclosure (unintended release or
publication)

Cyber incident
Cyber incident

Unauthorised disclosure (verbal)

Social engineering / impersonation

L i i i release or
publication)

Cyber incident

Phishing (compromised credentials)

Ransomware

Phishing (compromised credentials)

Ransomware

10001 - 25000

23132

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)



FOIREQ24/00279 0008

#VALUE! Malicious or criminal attack Cyber incident Ransomware 2-10 8 Finance (indl. superannuation)

o Malicious or criminal attack Cyber incident Ransomware 2-10 2 Finance (indl. superannuation)

L] Malicious or criminal attack Cyber incident Ransomware 1001 - 5000 202 Finance (incl. superannuation)

o Malicious or criminal attack Social engineering / impersonation 1001 - 5000 1584 Finance (incl. superannuation)
3 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (indl. superannuation)

L ised disclosure (uni release or " s

83 Human error publication) 2-10 3 Finance (indl. superannuation)
1 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (incl. superannuation)
13 Malicious or criminal attack Social engineering / impersonation 101 - 1000 178 Finance (incl. superannuation)
12 Human error Insecure disposal 2-10 7 Finance (incl. superannuation)
13 Malicious or criminal attack Cyber incident Malware 2-10 7 Finance (incl. superannuation)

RPT1913 Run by: Sam Cheang
Page8of23



RPT1913 Run by: Sam Cheang
Page9of23

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fauit

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

FOIREQ24/00279

0009

Pl sent to wrong recipient (email)

Cyber incident

Social engineering / impersonation

Unintended access

Social engineering / impersonation

Social engineering / impersonation

Ransomware

Brute-force attack (compromised credentials)

Phishing (compromised credentials)

Ransomware

‘Compromised or stolen credentials (method
unknown)

‘Compromised or stolen credentials (method
unknown)

Phishing (compromised credentials)

101 - 1000

11-100

101 - 1000

11-100

57

Finance (indl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (indl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (incl. superannuation)

Finance (indl. superannuation)

Finance (indl. superannuation)

Finance (indl. superannuation)



FOIREQ24/00279 0010

Malicious or criminal attack Social engineering / impersonation 3l 1 Finance (incl. superannuation)
Malicious or criminal attack Cyber incident Phishing (compromised credentials) 11-100 35 Finance (indl. superannuation)
Malicious or criminal attack Cyber incident Brute-force attack (compromised credentials) 11-100 37 Finance (incl. superannuation)
Malicious or criminal attack Cyber incident Hacking 11-100 30 Finance (indl. superannuation)
L ised disclosure (uni release or - - -

Human error publication) 1 1 Finance (incl. superannuation)
Malicious or criminal attack Cyber incident Hacking 2-10 8 Finance (incl. superannuation)
Malicious or criminal attack Cyber incident Brute-force attack (compromised credentials) 101 - 1000 213 Finance (incl. superannuation)
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2 Malicious or criminal attack Cyber incident Phishing (compromised credentials) 101 - 1000 655 Finance (incl. superannuation)
o Malicious or criminal attack Cyber incident Ransomware 101 - 1000 112 Finance (indl. superannuation)
[} Human error Pl sent to wrong recipient (email) 1 1 Finance (incl. superannuation)
#VALUE! Human error Pl sent to wrong recipient (email) 1 1 Finance (incl. superannuation)
2 Malicious or criminal attack Social engineering / impersonation 2-10 10 Finance (incl. superannuation)
o Malicious or criminal attack Theft of paperwork or data storage device 11-100 67 Finance (incl. superannuation)
7 Human error Pl sent to wrong recipient (mail) 11-100 33 Finance (incl. superannuation)
16 Malicious or criminal attack Cyber incident Phishing (compromised credentials) 1001 - 5000 2145 Finance (incl. superannuation)
‘Compromised or stol edentials (method
222 Malicious or criminal attack Cyber incident " orstolen g) ( 2-10 2 Finance (incl. superannuation)
L ised disclosure (uni release or - . -

1 Human error publication) 1 1 Finance (incl. superannuation)
[} Malicious or criminal attack Theft of paperwork or data storage device 2-10 5 Finance (indl. superannuation)
709 System fault Unintended access 1 1 Finance (incl. superannuation)
18 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (incl. superannuation)
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Malicious or criminal attack Cyber incident Brute-force attack (compromised credentials) 11-100 77 Finance (indl. superannuation)
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11 Malicious or criminal attack
144 Malicious or criminal attack
0 Human error
18 Malicious or criminal attack
1 Malicious or criminal attack
o Malicious or criminal attack
15 Malicious or criminal attack
0 Malicious or criminal attack
1 Malicious or eriminal attack
19 Human error
r Malicious or eriminal attack
185 System fault
30 Human error
2 Malicious or criminal attack
1 Malicious or criminal attack
146 Malicious or criminal attack

FOIREQ24/00279 0013

Cyberincident

Cyber incident

Pl sent to wrong recipient (other)

Cyber incident

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Cyber incident

Pl sent to wrong recipient (email)

Cyber incident

Unintended release or publication

Unauthorised disclosure (unintended release
or publication)

Social engineering / impersonation

Cyberincident

Rogue employee / insider threat

Hacking 101 - 1000

Compromized o stolen credentials (method

unknown) z-10
1
Brute-force attack i 3 1001 - 5 000
1
2
1
101 - 1000
Ranzomware 11-100
2-10
Compromised or stolen credentials (method e
unknown)
101 - 1000
11-100
3
Ransomware 11-100
11-100

114

750

192

14

Finance (ind.

Finance (ind.

Finance (ind

Finance (indl

Finance (ind

Finance (indl

Finance (ind

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (indl

Finance (ind.

Finance (ind.

Finance (ind.

superannuation)

superannuation)

. superannuation)

superannuation)

. superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)
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14

2171

454

a3

31

469

FOIREQ24/00279 0014

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

System fault

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

System fault

Malicious or criminal attack

Cyber incident

Unauthorised disclosure (unintended release

or publication)

Cyber incident

Rogue employee / inzider threat

Pl sent to wrong recipient (mail)

Cyber incident

Cyber incident

Cyber incident

Pl zent to wrong recipient (mail)

Unintended release or publication

Social engineering / impersonation

Cyber incident

Cyber incident

Unintended access

Social engineering / impersonation

Ransomware

Hacking

Phishing (compromised credentials)

Hacking

Compromised or stolen credentials (method

unknown)

Ranzomware

B s attack

1001 - 5000

11-100

101 - 1000

10 000 001 or more

50001 - 100000

11-100

6 Finance (ind. superannuation)

1 Finance (ind. superannuation)
1300 Finance (ind. superannuation)
13 Finance (ind. superannuation)

6 Finance (incl. superannuation)
791 Finance (ind. superannuation)
3 Finance (ind. superannuation)
12,040,000 Finance (ind. superannuation)
1 Finance (ind. superannuation)

1 Finance (ind. superannuation)

5 Finance (ind. superannuation)
95744 Finance (ind. superannuation)
87 Finance (ind. superannuation)
1 Finance (ind. superannuation)

1 Finance (ind. superannuation)



163

301

RPT1913 Run by: Sam Cheang
Page 15023

FOIREQ24/00279 0015

Malicious or criminal attack

System fault

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Human error

Cyber incident Ransomware

Unintended releaze or publication

Rogue employee / inzider threat

Cyber incident Phizhing (compromized credentials)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

5001 - 10000

101 - 1000

11-100

101 - 1000

6,625

710

843

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)
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FOIREQ24/00279 0016

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack
System faut

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Cyberincident

Pl sent to wrong recipient (email)

Cyber incident

Cyber incident

Social engineering / impersonation

Social engineering / impersonation

Cyber incident

Unintended access

Unauthorised disclosure (unintended release

or publication)

Cyber incident

Social engineering / impersonation

Cyber incident

Social engineering / impersonation

Cyber incident

Ransomware

Phishing (compromized credentials)

Ranzomware

attack

attack

Ransomware

Hacking

11-100

101 - 1000

101 - 1000

10001 - 25000

11-100

200

296

142

18000

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)
Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)



FOIREQ24/00279 0017

55 Malicious or criminal attack Social engineering / impersonation 1 1 Finance (ind. superannuation)
2n Human error P1 zent to wrong recipient (email) 1 1 Finance (ind. superannuation)
ized or stolen credential
n Malicious or criminal attack Cyber incident D — 10001 - 25000 11690 Finance (ind. superannuation)
unknown)

%97 System fault Unintended access 101- 1000 %0 Finance (ind. superannuation)
«Q Human error P1 sent to wrong recipient (email) 1 1 Finance (ind. superannuation)
7 Malicious or criminal attack Cyber incident Hacking 11-100 19 Finance (ind. superannuation)
52 Malicious or criminal attack Cyberincident Ransomware 2-10 6 Finance (ind. superannuation)

1 Malicious or criminal attack | Theft of paperwork or data storage device 2-10 3 Finance (ind. superannuation)
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31

FOIREQ24/00279 0018

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Pl sent to wrong recipient (other]

Cyber incident

Social engineering / impersonation

Cyber incident

Cyber incident

Cyber incident

Cyberincident

Cyber incident

Compromised or stolen credentials (method
unknown)

Ransomware

Ranzomware

Phishing (compromised credentials)

Ranzomware

Ransomware

1001 - 5 000

1001 - 5 000

11-100

101 - 1000

101 - 1000

1410

31

a7

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)
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33

FOIREQ24/00279 0019

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Rogue employee / insider threat

Cyber incident

Cyber incident

Cyber incident

Cyberincident

Cyber incident

Social engineering / impersonation

Cyber incident

Pl zent to wrong recipient (email)

Ranzomware

Ransomware

Ranzomware

Ransomware

Ransomware

Ransomware

1001 - 5 000

11-100

1001 - 5 000

11-100

11-100

101 - 1000

23

un

43

148

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)
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FOIREQ24/00279 0020

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Social engineering / impersonati

Cyberincident

Cyber incident

Cyberincident

Cyber incident

Cyberincident

Cyber incident

Cyberincident

Failure to use BCC when sending email

Rogue employee / inzider threat

Rogue employee / insider threat

Ransomware

Ransomware

Ranzomware

Phishing (compromized credentials)

Malware

Compromised or stolen credentials (method

unknown)

1001 - 5 000

11-100

101 - 1000

1001 - 5 000

11-100

11-100

11-100

338

a1

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)

Finance (ind. superannuation)
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126

33

33

33

4

33

105

203

FOIREQ24/00279 0021

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Pl zent to wrong recipient (mail)

Social engineering / impersonation

Social engineering / impersonation

Social engineering / impersonation

Cyberincident

Cyber incident

Cyberincident

Cyber incident

Social engineering / impersonation

Cyber incident

Cyber incident

Social engineering / impersonation

Pl sent to wrong recipient (email)

Cyber incident

Pl zent to wrong recipient (email)

Social engineering / impersonation

Rogue employee / insider threat

Cyber incident

Cyber incident

Cyber incident

Pl zent to wrong recipient (other]

Ransomware

Ransomware

Ranzomware

Ranzomware

Phishing (compromised credentials)

Ransomware

Phishing (compromized credentialz)

Ranzomware

Ransomware

Ranzomware

101 - 1000

11-100

11-100

101 - 1000

11-100

1001 - 5000

474

180

3612

Finance (incl.

Finance (ind

Finance (ind.

Finance (ind

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (indl

Finance (ind.

Finance (ind.

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)
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FOIREQ24/00279 0022

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Cyber incident Brute-force attack

Insecure disposal

Pl zent to wrong recipient (email)

Rogue employee / inzider threat

Cyber incident Ransomware

Compromised or stolen credentials (method

Cyber incident e —
Social engineering / impersonation
Cyber incident Phizhing (compromized credentials)

Social engineering / impersonation

11-100

Finance (ind.

Finance (incl.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)
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FOIREQ24/00279 0023

28 Human error
0 Malicious or criminal attack
214 Malicious or criminal attack
1 System fault
2 System fauit
1 Malicious or criminal attack
a5 Malicious or criminal attack
255 Human error
3 Human error
18 Malicious or criminal attack
0 Malicious or criminal attack
0 Malicious or criminal attack
o Human error
a7 Malicious or criminal attack

Unauthorised disclosure (unintended release
or publication)

Cyber incident

Cyber incident

Unintended release or publication

Unintended release or publication

Cyber incident

Cyberincident

Pl zent to wrong recipient (mail)

Pl zent to wrong recipient (email)

Theft of paperwork or data storage device

Social engineering / impersonation

Cyber incident

Pl zent to wrong recipient (emai)

Cyber incident

1
Ransomware 50001 - 100000
Ranzomware 11-100
2-10
101 - 1000
Ranzomware 101 - 1000
Compromized o stolen credentials (method i)
unknown)
1
1
2-10
1
Phishing (compromized credentials) 11-100
2-10
Ranzomware 11-100

42

161

a5

Finance (ind.

Finance (ind.

Finance (indl

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind.

Finance (ind

Finance (ind.

Finance (ind.

Finance (ind

Finance (ind.

Finance (ind.

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)

superannuation)
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#VALUE!

FOIREQ24/00279 0024

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Rogue employee / insider threat

Theft of paperwork or data storage device

Cyber incicent

Cyber incident

Cyber incient

Pl zent to wrong recipient (emad)

Theft of paperwork or data storage device

Cyber incident

Pl sent to wrong recipient (email)

Social engineering / impersonation
Cyber incident
Cyber incident

Rogue employee / insider threat

Theft of paperwork or data storage device

Cyber incident

Cyber incident

Cyber incident

Pl zent to wrong recipient (email)

Cyber incident

Cyber incident

5001 - 10000
11-100
Phizhing (compromised credentiaks) 1001-5 000
Phizhing (compromised credentiak) 101 - 1000
Compromized or stolen credentiais (method e
unknown)
1
11-100
Ransomware 101-1000
1
101 - 1000
Compromized or stolen credentiais (method
unknown)
Ransomware 1001-5 000
1
2-10
Ransomware 101 - 1000
Ranzomware 11-100
Phizhing (compromized credentiaks) 2-10
11-100
Ranzomware 2-10
Phizhing {compromized credentiakz) 1001 -5 000

4300

1226

103

174

671

1500

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services
Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Lezal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services
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FOIREQ24/00279 0025

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Cyber incident

Cyber incident

Cyber incident

Cyber incident

Thef of paperwork or data storage device

Cyber incident

Thef of paperwork or data storage device

Loss of paperwork / data storage device

Theft of paperwork or data storage device

The# of paperwork or data storage device

Pl zent to wrong recipient (email)

Cyber incident

Cyber incient

Pl zent to wrong recipient (mail)

Cyber incident

Ransomware

Ransomware

Phizhing (compromized credentiak)

Compromised or stolen credentials (method
unknown)

Ransomware

Hacking

Phishing (compromised credentiak)

Compromized or stolen credentials (method
unknown)

101 - 1000

1001 -5 000

11-100

11-100

101 - 1000

101 - 1000

11-100

101 - 1000

1001 -5 000

1000

2500

740

869

1400

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal,

accounting & management services

Lezal,

accounting & management services

Lezal,

accounting & management services

Legal,

accounting & management services

Legal,

accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Lezal, accounting & management senvices

Legal, accounting & management services
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FOIREQ24/00279 0026

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Pl zent to wrong recipient (other)

Pl sent to wrong recipient (email)

Thef of paperwork or data storage device

Cyber incicent

Cyber incident

Pl zent to wrong recipient (email)

Theft of paperwork or data storage device

Cyber incident

Cyber incident

Pl sent to wrong recipient (emaid)

Cyber incident

Cyber incident

Cyber incident

Insecure disposal

Thef of paperwork or data storage device

Cyber incident

Phizhing (compromized credentiak)

Compromized or stolen credentials (method
unknown)

Malware

Ransomware

Phishing (compromised credentiak)

Compromised or stolen credentials (method
unknown)

Hacking

Phishing (compromized credentiak)

101 - 1000

11-100

101 - 1000

101 - 1000

101 - 1000

11-100

1001 -5 000

101 - 1000

101 - 1000

175

183

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal,

accounting & management services

Legal,

accounting & management services

Legal,

accounting & management services

Legal,

accounting & management services

Legal, accounting & management services
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FOIREQ24/00279 0027

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Thef of paperwork or data storage device

Pl zent to wrong recipient (email)

Cyber incident

Cyber incident

Theft of paperwork or data storage device
Cyber incident

Pl zent to wrong recipient (email)

Pl zent to wrong recipient (emad)

Thef of paperwork or data storage device

Cyber incicent

Cyber incident

Social engineering / impersonation

Compromised or stolen credentials (method
unknown)

Compromised or stolen credentials (method
unknown)

Compromized or stolen credentiatz (method
unknown)

Phizhing (compromized credentiak)

Ransomware

1001 -5 000

101 - 1000

101 - 1000

11-100

1001 -5 000

101 - 1000

11-100

101 - 1000

11-100

4536

135

2500

129

166

Legal, accounting & management senvices

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management senvices

Legal, accounting & management services



FOIREQ24/00279 0028

1 Human error Pl sent to wrong recipient (email) 1 1 Legal, accounting & management services
18 System fault Unintended release or publication 2-10 8 Lezal, accounting & management services
0 Human error Pl sent to wrong recipient (mail) 1 1 Legal, accounting & management services
1 Malicious or criminal sttack Cyber incident Phizhing (compromized credentiak) 101 - 1000 120 Legal, accounting & management services
2 Malicious or criminal sttack Cyber incident Ransomware 101 - 1000 725 Legal, accounting & management services

2
Maiicious or criminal attack | Theft of paperwork or data storage device 2-10 3 Legal, accounting & management services

o
s Malicious or criminal attack Cyber incident Ransomware 5001 - 10000 8000 Legal, accounting & management services
0 Maicious or criminal attack Cyber incident Ransomware 11-100 2 Legal, accounting & management services

RPT1913 Run by: Sam Cheang
PageSof11



RPT1913 Run by: Sam Cheang
Page 6 0of 11

95

64

83

FOIREQ24/00279 0029

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

R Phishing (compromised
Cybe ident
rinciden credentials)
Cyber incident Ransomware

Unauthorised disclosure
(unintended release or

publication)
- Compromised or stolen
ber incident
o credentials (method unknown)
s Compromised or stolen
Cyber incident
* credentials (method unknown)
L Phishing (compromised
ber incident
Cyber credentials)
Phishing (compromised
e credentials)
Cyber incident Compromised or stolen

credentials (method unknown)

Pl sent to wrong recipient (email)

101 - 1000

101 - 1000

1001 -5 000

101 - 1000

101 - 1000

11-100

101 - 1000

20

2316

1230

138

as

1000

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services



FOIREQ24/00279 0030

o Human error Pl sent to wrong recipient (email) 1 1 Legal, accounting & management services
367 Human error Pl sent to wrong recipient (email) 1 1 Legal, accounting & management services
3 Malicious or criminal attack Cyber incident Ransomware 1001 - 5 000 2000 Legal, accounting & management services
Unauthorised disclosure (failure - -
161 Human error 2-10 a Legal, accounting & management services
to redact)
as Malicios criminal attack Cyber incident Compromised or stolen 1 1 Legal, accounting & manage it i
Us or cnmin; T en’ . al, accountin man ment services
credentials (method unknown) € e E!
- 5 . Phishing (compromised 8 -
7 Malicious or criminal attack Cyber incident g p 101 - 1000 330 Legal, accounting & management services
credentials)
N N N Phishing (compromised . .
o Malicious or criminal attack Cyber incident . 2-10 8 Legal, accounting & management services
credentials)
— S -~ Phishing (compromised . )
o Malicious or criminal attack Cyber incident g p 101 - 1000 535 Legal, accounting & management services
credentials)
- - - Phishing (compromised . .
7 Malicious or criminal attack Cyber incident 2-10 3 Legal, accounting & management services
credentials)
1619 Malicious or criminal attack Cyber incident B EEeE T 11-100 17 Legal, accounting & management services
credentials (method unknown) nd J B
23 Malicious or criminal attack Cyber incident Malware 2-10 5 Legal, accounting & management services
hori iscl faill - o
3 Human error I e e 2-10 2 Legal, accounting & management services
to redact)
20 Malicious or criminal attack c.'a engineering / 100 001 - 250 000 111200 Legal, accounting & management services
impersonation
- 5 . Phishing (compromised 8 -
o Malicious or criminal attack Cyber incident crge(denti:Is) 101 - 1000 132 Legal, accounting & management services
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24

a2

19

100

12

FOIREQ24/00279 0031

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Human error

Malicious or criminal attack

Malicious or criminal attack

Compromised or stolen

ber incident
o credentials (method unknown)

Theft of paperwork or data
storage device

Cyber incident Ransomware

Theft of paperwork or data
storage device

Pl sent to wrong recipient (email)

Pl sent to wrong recipient (email)

Phishing (compromised

ber incident
Cyberi credentials)
Cyber incident Ransomware
Cyber incident Hacking
Unauthorised disclosure
(unintended release or
publication)
Cyber incident Malware
-~ Phishing (compromised
Cybe ident
rinciden credentials)
ber incid Phishing (compromised
Cyber incident credentials)
Unauthorised disclosure (failure
to redact)
Cyber incident Ransomware

Rogue employee / insider threat

11-100

101 - 1000

101 - 1000

101 - 1000

101 - 1000

11-100

1001 - 5 000

101 - 1000

101 - 1000

11-100

63

300

694

12

500

209

41

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services



FOIREQ24/00279 0032

- - Theft of paperwork or data X X
1 Malicious or criminal attack 101 - 1000 123 Legal, accounting & management services
storage device
o Malicious or criminal attack Cyber incident IS ETELIEI 101 - 1000 312 Legal, accounting & management services
credentials (method unknown) ’
- - - Phishing (compromised ) )
a8 Malicious or criminal attack Cyber incident 2-10 2 Legal, accounting & management services
credentials)
3 Malicious or criminal attack Cyber incident Hacking 25001 - 50000 39470 Legal, accounting & management services
-50 Malicious or criminal attack Cyber incident Ransomware 11- 100 26 Legal, accounting & management services
s —r -~ Compromised or stolen - -
8 Malicious or criminal attack Cyber incident 5 11- 100 35 Legal, accounting & management services
credentials (method unknown) £ E E
_ N N Compromised or stolen
30 Malicious or criminal attack Cyber incident . 100 001 - 250 000 115000 Legal, accounting & management services
credentials (method unknown)
s o o Phishing (compromised . )
7 Malicious or criminal attack Cyber incident credentials) 1001 - 5 000 1034 Legal, accounting & management services
33 Malicious or criminal attack Cyber incident Ransomware 101 - 1000 107 Legal, accounting & management services
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30

90

83

35

FOIREQ24/00279 0033

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Phishing (compromised

Cyber incident
credentials)
Theft of paperwork or data
storage device
Cyber incident Ransomware
Rogue employee / insider threat
Cyber incident Ransomware
Cyber incident Hacking

Compromised or stolen

Cyber incident
rinciden credentials (method unknown)

Phishing (compromised

Cyber incident credentials)

11-100

101 - 1000

101 - 1000

5001 - 10000

11-100

25001 - 50000

5001 - 10000

85

582

5584

29

30000

6135

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services
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FOIREQ24/00279 0034

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Malicious or criminal attack

Cyber incident

Cyber incident

Cyber incident

Cyber incident

Theft of paperwork or data
storage device

Ransomware

Ransomware

Phishing (compromised
credentials)

Hacking

1001 -5 000

101 - 1000

101 - 1000

3662

280

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services

Legal, accounting & management services





