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Figure 65 | Privacy complaints case process 

Source: OAIC privacy complaint process workflows 

IC reviews can pass through up to three stages  

IC reviews follow a process that is largely dictated by the procedural requirements outlined in Part VII of 

the FOI Act. This includes levels of delegation to clear and complete process steps, as well as specific steps 

that must be undertaken during an IC review. This process can cover up to three stages – as outlined in 

Figure 66. Not all cases require the full three stages – a material share are closed before reaching the 

decision and finalisation stage. This can be for reasons including:  

• the matter is deemed not to be an IC review (for example, if the time for making a decision on a 

request for access to a document has expired and an applicant has not been given a notice of 

decision61

62) 

• the application is declined (for example, if the review is deemed to be lacking in substance, 

misconceived, not made in good faith, vexatious or frivolous), or  

• the applicant withdraws their application. 

Figure 66 | IC review case process 

 

Source: OAIC IC review process workflows 

The OAIC has made efforts to identify efficiencies and improve processes and enabling 

structures  

In recent years, the OAIC has reformed processes and restructured teams to make them more 

contemporary, efficient and fit for purpose. 

 
62 OAIC, FOI Guidelines, https://www.oaic.gov.au/freedom-of-information/freedom-of-information-guidance-for-government-

agencies/foi-guidelines/part-3-processing-and-deciding-on-requests-for-access#deemed-decisions  
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Current clearance processes are leading to drawn-out approvals 

Drawn-out approvals hamper the pace of operations and add to the 

complexity of processes. Process analysis revealed that clearance 

processes for IC reviews and privacy complaints processes often result in 

extended approval time, slowing the time taken to complete tasks. This 

was affirmed by junior APS4-6 level staff in the Dispute Resolution and 

FOI Branches, who reflected that a large share of privacy complaints cases 

and IC reviews follow a one-size-fits-all approach for clearance due to a 

perceived risk aversion in senior management that expects all matters – 

regardless of risk – to be reviewed in the same way. Staff noted that this 

approach has contributed to bottlenecks during approval processes, 

which are typically required when correspondence is sent to the applicant 

or respondent, or decisions are being finalised. This is especially evident 

when matters need to be passed between different teams.  

Data on approval times for IC reviews (shown in Figure 68) shows that on average it takes longer for a 

matter to be approved than it does for staff to complete more material tasks. A similar pattern of relatively 

long approval times was observed across privacy complaints and reflected in feedback from staff in 

relation to other key processes. This points to a broader trend across the agency. 

Figure 68 | Average time taken to complete key IC review actions 

 

Source: Nous analysis of OAIC case data 

Current clearance processes for privacy complaints and IC reviews are inconsistent with the Optimal 

Management Structures guidance for APS agencies. The guidance recommends that decision-making 

should occur at the lowest appropriate level and that closest to the issues, to reduce the number of steps 

required. This speeds up decision-making and reduces bottlenecks.  

  

“Approvals take a long 

time – too many layers 

– meaning that so 

much time that could 

be used to work on 

things is wasted on 

waiting for those above 

to sign off on things.” 

OAIC staff member 
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The OAIC has recognised that its current systems do not support staff to work efficiently  

The OAIC’s current systems are not fit for purpose and do not adequately support staff to complete work 

efficiently. Staff are not supported by current technology systems due to growing gaps and inefficiencies. 

This impacts their ability to effectively work in a hybrid environment and complete processes efficiently.  

Staff across all branches provided feedback to the Strategic Review that the 

agency’s current systems are a source of frustration and do not support 

effective and efficient workflows. Staff noted that systems are not sufficiently 

integrated and used in different ways from person to person, which can lead to 

inconsistent data management practices and a lack of centralised information. 

Some expressed a desire to receive and share resources and evidence more 

easily and access information more effectively.  

The OAIC recently commissioned a Systems Review to analyse all current 

systems and make recommendations regarding the implementation of a 

fit-for-purpose document and case management system. The Systems Review occurred in parallel with the 

Strategic Review.  

8.2 Opportunities to enhance processes and systems  

While the OAIC has improved some processes to resolve inefficiencies, there are opportunities to 

streamline processes further. The agency will need to continue to advance its processes to address 

growing demand as privacy breaches become more common and complex, and calls for government 

transparency grow, as outlined in chapter 3. The Strategic Review has identified opportunities to improve 

processes and systems by adopting a risk-based approach, improving clearance processes, refining and 

updating guidance materials, and introducing systems that support the application of workflows. Each of 

these is discussed below. 

There are opportunities to improve intake and triage practices and processes 

The Strategic Review identified opportunities to significantly improve current intake and triage practices 

and processes. The OAIC’s intake practices and processes comprise all activities related to receiving and 

registering a new case, determining whether it is in the OAIC’s jurisdiction, and an initial assessment of the 

validity of the case. The OAIC’s triage practices and processes relate to evaluating, categorising and 

prioritising cases. 

Improving the intake and triaging of matters will enhance the agency’s ability to identify issues earlier, to 

take appropriate action. For example, improved intake practices and processes will identify instances 

where the evidence collected in relation to a matter is insufficient for it to be triaged effectively, so more 

information can be immediately requested from the applicant.  

Reforming triage practices and processes will see more proactive use of the discretion available to the 

OAIC to filter matters that are best managed by other government bodies. It will also better enable the 

agency to identify problems at an earlier stage. This includes identifying information gaps related to the 

matter, or broader systemic issues that are emerging and need a coordinated response. Through early 

detection of issues, risks can be mitigated sooner, and problems can be addressed before matters 

progress too far through the process, to the point where they require significant rework. 

The key change required to improve the effectiveness of the triage practices and processes is having more 

experienced staff (in terms of time in roles related to specific processes and at certain APS levels). Their 

experience will bring a deeper understanding of common issues that can arise further in the process if not 

addressed at intake. They will be better able to quickly discern the nature and urgency of a case, and to 

“[We need] more 

streamlined IT 

systems, chosen 

with our work in 

mind.” 

OAIC staff member 
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identify solutions or routes for resolution that might not be evident to less experienced staff at the intake 

stage. As a result, the OAIC will be more likely to address and settle matters early, improving operational 

efficiency and effectiveness.  

Allocating more experienced staff to conduct triage activities should also see matters effectively filtered 

according to their complexity and potential harm, allowing an evaluation of the most appropriate 

workflow for each case. By matching cases with optimal handling processes, the OAIC can ensure that 

resources are allocated efficiently, and cases are directed to the teams or individuals best equipped to 

handle them. Additional guidance and policy materials will need to be developed to support the 

individuals tasked with triage roles.  

Formalising workflows for IC reviews and privacy complaints will ensure that work is 

being done by appropriate staff and with the right level of effort 

Structured workflows show how work should be performed and which staff have the suitable experience to 

carry out certain tasks. They are commonly used by regulators performing case management. 

The Strategic Review recommends that the OAIC introduce workflows to ensure that the appropriate levels 

of effort are applied to each matter. Triage activities will only be effective if connected to structured 

workflows that outline separate processes for matters according to the risk identified. 

The OAIC would benefit from introducing workflows for IC 

reviews and privacy complaints to separate these matters by 

risk. This should result in more straightforward and low-risk 

IC review matters (for example, searches or charges) and 

privacy complaints (for example, inadvertent disclosure of a 

personal email address in direct marketing material) being 

addressed through a more proportionate application of effort. 

By reducing the time and resources required to effectively 

address lower-risk matters, the time and expertise of staff will 

be freed up to focus on higher-risk matters and the agency’s 

other strategic priorities, outlined in chapter 4. 

For each workflow, the decision-making procedures, level of decision documentation required, and time 

spent drafting decisions should reflect the level of risk. For example, this will ensure that matters are not 

escalated unnecessarily for clearance by senior staff where they are low risk, which in turn should reduce 

the time to resolution for straightforward cases. Another efficiency improvement that can be enabled by 

workflows includes introducing template decisions for low-risk cases. As a result of greater clarity covering 

the steps involved in each workflow, proportionate effort will be directed towards low-risk cases, 

increasing the time available to address high-risk or complex cases. 

The introduction of workflows will mean that certain matters are addressed with less overall effort. 

However, this doesn’t mean that the process will be less thorough or will lead to more mistakes. In 

contrast, effort will be saved on cases that are routine and straightforward so that it can be freed up for 

staff and the OAIC Executive to focus on higher-impact tasks. 

Improved intake and triage processes resulting in structured workflows can reduce the 

time and resources required to effectively address privacy and FOI matters 

To understand the impact of improving intake and triage processes and introducing workflows, the 

Strategic Review quantified the reduction in cost for two key processes performed by the OAIC: privacy 

complaints and IC reviews. The impacts of these improvements have been divided into: 

• the share related to improved intake and triage that will increase the number of matters resolved early 

“There is a lot of double handling 

when matters are reallocated. 

The lack of clear and consistent 

processes makes it very difficult  

to pick up where someone has 

left off.” 

OAIC staff member 
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• the share related to adopting workflows that will ensure matters are addressed by appropriate staff 

with the necessary level of effort.  

The Strategic Review estimates that the recommended process improvements for privacy complaints could 

reduce the average cost to action each complaint by approximately 22 per cent: 

• Reforming the intake and early resolution of matters is estimated to reduce the average cost per 

complaint by approximately 2 per cent. This is achieved by escalating the level of staff performing 

these activities, to bring forward the decline or transfer of matters to alternative complaint bodies 

(under section 35A of the Privacy Act) that are otherwise likely to be declined further in the process. 

• The introduction of structured workflows is estimated to reduce the cost per complaint by 20 per cent. 

These workflows will separate complaints and ensure that high-risk matters are actioned more 

thoroughly, while low-risk matters can be actioned efficiently in fewer steps and by staff at an 

appropriate lower level. For example, workflows will reflect a more dynamic approach to cases that 

bypasses conciliation (including the initial conciliation efforts of the Early Resolution team and the 

more extended conciliation performed later by the Conciliation team) for high-risk complaints where 

the parties are unlikely to agree. 

The potential improvements to privacy complaints identified by the Strategic Review are summarised in 

Figure 69. 

Figure 69 | Privacy complaint efficiency improvements 

Source: Nous analysis of process efficiency improvements 
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IC review process improvements could reduce the average cost to action a review by approximately 

15 per cent:  

• The cost reduction associated with improved intake and early resolution of reviews is quantified at 

approximately 2 per cent. This includes greater use of section 54W(b) of the FOI Act for the most 

complex matters where consideration by the AAT would be more appropriate. 

• The bulk of the cost reduction for reviews (approximately 13 per cent) reflects the triage of matters 

into predefined workflows. IC reviews would be separated into routine matters (for example, simple 

charges, searches and practical refusals) and complex matters. Routine matters would be actioned by 

more junior staff members and would require only Assistant Commissioner approval.62

63  

The potential improvements to IC reviews identified by the Strategic Review are summarised in Figure 70. 

Figure 70 | IC review efficiency improvements 

Source: Nous analysis of process efficiency improvements 

Further efficiency improvements are possible by supporting changes such as having clearly documented 

processes with regular refresh cycles, a dedicated case management oversight role and greater cross-

skilling of staff across process steps. Clearances should also be continually reassessed to understand 

where they could be made more effective by occurring at a lower level (for example, at EL1 level) for less 

complex and low-risk matters. This may require changes to delegations where legislation permits lower-

level staff to make decisions. 

 
63 Under the current IC review process, approval is sought from the FOIC for all reviews. 
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A lack of clear guidance in some operational areas is leading to inconsistent practices, 

which causes inefficiencies 

Outdated or difficult-to-access guidance documents, such as process 

manuals, are currently contributing to inconsistent practices by the 

OAIC’s case management staff. The lack of clear guidance prevents staff – 

particularly new staff – from consistently following more efficient 

processes. It contributes to risk because necessary steps might 

inadvertently be missed. 

Different teams also take differing approaches to document storage. As a 

result, collaboration between teams can be challenging and staff require 

additional time to become fully effective when moving between teams. 

This has particularly impacted teams that have experienced high turnover, 

including the FOI and Dispute Resolution branches and legal team. 

While the Dispute Resolution Branch has developed some workflows as 

part of processes, these are not always 

followed because they are outdated or staff are unaware of their existence. 

The Strategic Review’s analysis of OAIC case data covering privacy complaints 

and IC reviews supports the finding of inconsistent practices across 

operational areas. The Review team analysed the consistency with which cases 

are actioned, using modelling of the trace coverage ratio to understand the 

steps followed by staff in addressing privacy complaints.  

The trace coverage ratio shows the relationship between the number of 

different steps taken to action a matter (that is, traces) and the number of 

cases where this sequence of steps has been adopted. Only 10 per cent of 

privacy complaints that result in a finding of ‘not a valid complaint’ are 

actioned using a similar sequence of steps (at least half of the same steps), as 

reflected in Figure 71. A similar result was found when analysing data on the 

steps followed to resolve IC reviews. Processes that adhere closely to a 

standard set of steps would have higher ratio values, reflecting a more consistent approach. 

“A lot of people are 

‘choosing their own 

adventure’, which 

makes them feel 

empowered, but is not 

conducive to 

organisational 

cohesion or 

performance.” 

OAIC staff member 

“Some policies and 

procedures are 

extremely outdated, 

and some are no 

longer fit for 

purpose. [There is] 

no cycle of regular 

review and update 

occurring.” 

OAIC staff member 
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9.1 Current resourcing levels  

The OAIC’s total resourcing (ongoing and terminating funding) has increased significantly over the past 

ten years, from $10 million to $46 million, enabling the agency to hire staff to manage its growing 

workload. This includes a 117 per cent increase in ongoing funding over the same period, and a 

considerable funding increase since 2019 for both ongoing base and terminating functions. The growth 

reflects the increase in the OAIC’s workload and responsibilities, as outlined in chapter 2. This includes 

ongoing funding for supporting the introduction and privacy function of CDR across three sectors of the 

economy, terminating funding for managing privacy functions of new government initiatives (Digital ID 

and My Health Record), and the commencement of major investigations into Optus, Medibank and 

Latitude. 

 
65 The Review benchmarked the internal and external OAIC’s legal functions against the average internal legal expenditure share of 

total expenditure by ACCC, ASIC, AUSTRAC, APRA and ATO between 2017-18 and 2021-22 as outlined in the Commonwealth Legal 

Services Expenditure Report. 

s 47C

s 47C
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The OAIC’s Major Investigations Branch is currently funded through a specific Optus investigation budget 

measure and other stronger privacy enforcement funding to facilitate the Medibank, Australian Clinical 

Labs and Latitude Financial investigations. These measures are scheduled to terminate in June 2024. Staff 

expressed concerns that the uncertainty of this funding has implications for staffing, and forward planning 

of investigations. 

The OAIC has a relatively high proportion of terminating funding when compared to other regulators – as 

illustrated in Figure 77. OAIC leaders and staff note that the relatively high proportion of terminating 

funding has posed challenges related to longer-term planning and capability building.  

Figure 77 | Percentage of terminating budget measures for similar government regulators 

 

Source: Portfolio Budget Statements 2023-24 and Budget Measures: Budget Paper 2 2022-23 (March), Budget Measures: 

Budget Paper 2 2022-23 (October), Budget Measures: Budget Paper 2 2023-24 

9.2 Allocation of funding and effort  

Internal allocation of funding for privacy functions outweighs funding for FOI functions 

by a factor of approximately 3.5 to 1.0 

The OAIC allocates the largest share of its funding to covering overheads, which includes the external legal 

expenditure managed by the internal legal team. Figure 78 shows the total funding allocated to each 

branch for 2022-23. Further information on the share of funding allocated to internal and external legal 

expenditure can be found in Figure 81. 

The OAIC branches charged with privacy functions account for the largest share of funding overall. 5

66 

Internal funding for the agency’s privacy functions outweighs funding for FOI functions by a factor of 

approximately 3.5 to 1.0. This reflects a combination of the different scales of the respective regulated 

communities for privacy and FOI, and the scope of legislative responsibilities associated with each area. 

 
66 These include the Regulation and Strategy, Dispute Resolution and Major Investigations branches, which complete policy, strategic, 

case management and investigation functions. Regulation and Strategy also completes work unrelated to privacy, such as CDR and 

Digital ID.  
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FOI work is completed by the FOI Branch, while privacy work is completed in the Dispute Resolution, 

Regulation and Strategy, and Major Investigations branches.66

67 

Figure 78 | OAIC branch funding for 2022-23 

 

Source: Nous analysis of OAIC financial data 

Staff workloads are spread across a range of critical, strategic and supporting functions 

The Strategic Review team worked with the OAIC to assess how staff effort is currently split across its 

critical, strategic and supporting functions (as described in Figure 9 in chapter 2). This analysis – the results 

of which are shown Figure 79 – found that half of the OAIC’s efforts are directed towards performing the 

critical functions where the agency is legislatively required to address incoming demand. The majority – 

approximately 60 per cent – of effort is related to case management for privacy complaints, FOI 

complaints and IC reviews. 

The Strategic Review considered that the concentration of effort directed towards the OAIC’s critical 

functions is appropriate given the agency’s legislative obligations and requirements under specific funding 

measures.  

The agency’s remaining effort is split evenly between strategic functions, where the OAIC has greater 

discretion, and supporting efforts related to its corporate functions. The agency’s allocation of effort to 

strategic functions primarily falls into two groups:  

• performing investigations, assessments and related monitoring work in the Dispute Resolution, FOI, 

and Regulation and Strategy branches 

• developing advice, regulatory guidance and policy submissions in the Regulatory and Strategy Branch. 

 
67 IC reviews, FOI complaints and FOI regulatory guidance is completed by staff in the FOI Branch. Privacy complaints and 

investigations are performed in the Dispute Resolution Branch. Assessments, regulatory guidance, education, policy submissions and 

advice covering privacy are completed in the Regulation and Strategy Branch. 
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However, staff workloads, turnover and wellbeing appear to differ across the Corporate Branch, reflecting 

additional pressure on certain teams. Considering this finding, the OAIC should consider the allocation of 

funding across the Corporate Branch, as well as which functions will be responsible for leading the 

implementation of the Strategic Review’s recommendations.  

9.3 Efficient use of funding  

The OAIC is not using its current funding as efficiently as it could be 

As described at the start of this chapter, the OAIC’s funding has increased significantly in recent years to 

support the agency to meet growing demand. Despite this large increase, the OAIC has found it 

challenging to address case volumes, as reflected by the emergence of backlogs described in chapter 2. In 

some instances, resources have been used to address straightforward cases in an attempt to resolve cases 

more quickly. 

By achieving greater efficiency in the exercise of its critical functions – where half of the agency’s current 

resourcing is directed – the OAIC will be better placed to meet future demand. 

Reforming key processes will enable more matters to be resolved with existing resources 

As discussed in chapter 8, several potential process reforms will enable the OAIC to operate more 

efficiently and effectively. These reforms should enable the OAIC’s current workforce to complete a greater 

number of cases by applying a risk-based approach. 

s 47C
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The Australian Cyber Security Strategy notes that the acceleration of cyber attacks will lead to more 

frequent and large-scale data breaches containing personal information.71

72 As the regulator of privacy in 

Australia, the OAIC is best placed to investigate and respond to these breaches, with stronger, more timely 

enforcement actions to deter non-compliance and reduce significant harms.  

 

 
72 Australian Cyber Security Strategy, Department of Home Affairs, 2023. 
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Appendix A Implementation of recommendations  

The recommendations made by this Strategic Review are wide ranging and touch all elements of the 

OAIC’s operating model.  ubstantial time and resources will be required to make the recommended shifts. 

The importance of the OAIC’s work and the opportunities to strengthen its approach through the 

recommendations of the Strategic Review mean that implementation should begin as soon as practically 

possible. 

The breadth of the recommendations means that significant dependencies exist between them. Careful 

planning and sequencing will be required to ensure that the implications and timing of change to one part 

of the OAIC’s operating model are carefully considered.  

Details of the sequencing, dependencies and timing of the required changes to implement the 

recommendations of the Strategic Review will be articulated as part of an Implementation Plan that will 

follow the Strategic Review report. The Implementation Plan will also consider the options to deliver 

implementation, for example a dedicated implementation team within the OAIC, or allocation of 

responsibility for certain implementation activities to individual Commissioners or existing teams.   

Key implementation considerations that are relevant to all recommendations are set out in section A.1. 

Specific considerations for each of the Strategic Review recommendations are set out in A.2.  

A.1 Overarching implementation considerations 

There are a number of implementation considerations that are relevant for all recommendations of the 

Strategic Review: 

• The OAIC will need to consider whether recommendations are best delivered by a dedicated 

implementation team or by existing teams – or a combination of the two. 

• Many of the recommendations require staff training so it will be important to sequence this in a way 

that is consistent with prioritisation of the different recommendations and not overwhelming for staff.   

• Changes will need to be implemented thoughtfully and with care. The OAIC and its staff have been 

through significant changes over the past few years – as noted earlier – and staff will face further 

changes with the commencement of the new Commissioners.  

• Clear and regular communications from the Commissioners and the OAIC’s executive leadership team 

about the timing, expectations and intended outcomes will be critical to ensure maximum buy-in and 

mitigate the risks of change fatigue.  

 

s 47C
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Appendix B Details of the Strategic Review 

This Appendix sets out the details of the Strategic Review including its Terms of Reference, data sources 

and stakeholders engaged.  

B.1 Terms of Reference for the Strategic Review  

A strategic review of the Office of the Australian Information Commissioner (OAIC) will ensure the OAIC is 

well positioned to deliver on its statutory functions as the national privacy and information access 

regulator into the future. 

Scope 

The reviewer should consider, report, and make recommendations about how the OAIC can ensure it is 

best positioned to deliver on its functions as the national privacy and information access regulator and 

respond to future challenges. Recommendations should cover:  

• the extent to which the OAIC’s 

• organisational capability,  

• structure,  

• governance, and  

• resourcing  

• are suitable to achieve the OAIC’s purpose and future functionality, or require amendment; 

• how resource allocation can be optimised to maximise efficiency and support the OAIC’s statutory 

functions; 

• how the OAIC can best respond to the likely continuing growth to the volume and complexity of its 

core statutory workload; 

• how to ensure the effectiveness of the OAIC as a regulator in responding to changing technology, the 

growth of the digital economy and increasing cyber-crime; and 

• the role of the OAIC in providing advice and reports to government about privacy, information access 

and information management. 

Contextual information 

The reviewer must have regard to relevant contextual matters, about which the OAIC will provide the 

reviewer with relevant background, including: 

• potential changes to the functions of the OAIC arising from the Government’s response to the Privacy 

Act Review; 

• the operation of FOI laws;  

• evolving community expectations about privacy and information access, and expectations that the 

OAIC will take a strong enforcement posture. 
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