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1. Executive summary 

The Project: Resolve Enterprise Case Management System 

The Resolve Enterprise Case Management System (Resolve) is a case management 
system used by the Office of the Australian Information Commissioner (OAIC) in the 
performance of the Australian Information Commissioner's (IC) functions under Australian 
law (the Project). 

Resolve allows authorised users, comprising  
 create a matter in Resolve and to use the functionality of the platform to 

manage that matter through to resolution, including by storing documents, preparing 
emails, producing reports, creating tasks and managing workflows. 

 
 
 
 
 

 

Not all OAIC employees have access to Resolve. For those employees who do have 
access, permissions are applied to ensure that information is accessible on a 'need to 
know' basis and only to those who have a business need. All users of Resolve must access 
the system through the DEWR protected network and, except in exceptional circumstances, 
using OAIC issued laptops.  

Information handling by Resolve 

The nature of the performance of the IC's functions necessarily requires OAIC to collect 
substantial amounts of personal information, including sensitive information in order to 
discharge those functions. 

While this is so, the overall privacy risk of Resolve is assessed as low in circumstances 
where: 

• Resolve is used by authorised OAIC employees, DEWR administrators and specified 
external contractors and consultants on the DEWR protected network and primarily on 
OAIC issued laptops; 

• access to personal information on the Resolve platform is limited to specific users on a 
need-to-know basis only; 

• Resolve users undergo annual information security training and are required to 
acknowledge DEWR's ICT Terms and Conditions of use of information, including the 
use of personal and sensitive information, prior to accessing the  

  

• external contractors and consultants who have a business need to access Resolve 
must enter into confidentiality deeds with the OAIC including appropriate non-disclosure 
obligations prior to accessing Resolve; and 

• there is limited proposed data sharing and/or disclosure from Resolve, except as 
otherwise authorised or required by Australian law. 
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Privacy impacts and recommendations 

This privacy impact assessment (PIA) has assessed the Resolve project's compliance with 
the relevant Australian Privacy Principles (APPs), listed at Schedule 1 of the Privacy Act 
1988 (Cth) (Privacy Act). This PIA concludes that use of Resolve by OAIC achieves 
compliance with the OAIC's obligations under the Privacy Act and the APPs. 

This PIA makes a number of recommendations to enhance the privacy positivity of the 
Resolve project. These recommendations are summarised in Section 2 below. 
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3.4 Applicable legislation 

This PIA considers whether the Project complies with: 
 

• the APPs, found in Schedule 1 of the Privacy Act 1988 (Privacy Act); and 
 

• the Privacy (Australian Government Agencies — Governance) APP 
Code 2017 (the Privacy Code) which requires a written PIA to be 
undertaken in certain circumstances. This PIA satisfies the 
requirements of the Privacy Code. 

 

3.5 Scope, limitations and assumptions  

This PIA assesses the privacy risks associated with the OAIC's use of Resolve as 
its case management system, including the ingestion, storage, use and disclosure 
of personal and sensitive information in connection with the Resolve platform. 

While we understand that personal information may be disclosed from Resolve to 
other OAIC controlled data storage software  

for the purpose of linking that 
information, this PIA does not assess the privacy risks associated with those other 

. We understand that a separate PIA has been completed 
with respect to the OAIC's use of the .  
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6. Compliance 

6.1 Compliance with privacy obligations under the Privacy Act 

The Australian Privacy Principles 

The Privacy Act provides that an "APP entity" must not do an act, or engage in a practice, that 
breaches an APP.10 As an "agency", OAIC is an APP entity and is therefore bound by the Privacy 
Act.11  

The APPs are set out in Schedule 1 to the Privacy Act. The APPs regulate, among other things, 
the collection, use and disclosure of "personal information" and "sensitive information" by APP 
entities. This PIA analyses Resolve against the APPs, having regard to the guidance set out in the 
APP Guidelines.12 The APP Guidelines outline the mandatory requirements of the APPs, how the 
OAIC interprets the APPs, matters the OAIC may take into account when exercising functions and 
powers under the Privacy Act, and good privacy practice to supplement compliance with the 
mandatory requirements in the APPs.13  

Section 95B 

Section 95B of the Privacy Act prescribes particular requirements for agencies entering into 
Commonwealth contracts to ensure that a contracted Commonwealth service provider must take 
contractual steps to maintain compliance with the Privacy Act for acts or practices engaged in 
pursuant to the contract. The purpose of this provision is to ensure that entities with whom the 
Commonwealth has contracted do not engage in conduct that would constitute a breach of the 
Commonwealth’s privacy obligations (if that conduct were to be carried out by the 
Commonwealth). 

Notifiable Data Breach Scheme 

The Notifiable Data Breach Scheme relevantly requires the OAIC to notify affected individuals and 
the Office of the Australian Information Commissioner when a data breach is likely to result in 
serious harm to an individual whose personal information is involved in that data breach. 

A data breach will occur where personal information held by the OAIC is subject to unauthorised 
access or disclosure, or loss. This could include (but is not limited to) a database where personal 
information is being stored being hacked, a particular device holding personal information being 
hacked, lost or stolen, or personal information being inadvertently disclosed to an unauthorised 
recipient. 
  

 
10 See s 15 of the Privacy Act.  
11 See s 6 of the Privacy Act.  
12 Office of the Australian Information Commission Australian Privacy Principles Guidelines (APP Guidelines). 
13 See the Preface to the APP Guidelines. 
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7.2 Staff training on privacy obligations and "need to know" access to 
personal and sensitive information 

The terms of APP 3 and APP 5 require 'customer facing' OAIC employees to be familiar with 
the OAIC's obligations set out in the Privacy Act and the APPs.  

This is particularly so for OAIC employees who may handle personal or sensitive information 
as a result of receiving complaints by phone or email. This is because, unlike the Resolve web 
forms, a complainant submitting a complaint or enquiry over phone or email will not be 
automatically directed to the OAIC's privacy statement rather, it is the OAIC employee who 
must ensure the matters set out in the OAIC privacy policy are brought to the complainant's 
attention.  

Under APP 3, the OAIC can only collect personal information that is reasonably necessary for, 
or directly related to, one or more of its functions or activities. The OAIC must only solicit and 
collect personal information by lawful and fair means, and directly from the individual, unless 
an exception applies. Sensitive information can only be collected with the consent of the 
individual, unless an exception applies.  

Further, APP 5 outlines when and in what circumstances an APP entity that collects personal 
information must notify an individual of certain matters. This includes the purposes for which 
the personal information is collected.  

To comply with APP 3 and APP 5, the OAIC employees who engage with complainants or 
customers through phone or email must be comfortable, and have the appropriate tools to:  

• inform complainants or other customers how their personal information will be used 
and disclosed; 

• obtain consent from complainants when collecting sensitive information and to 
appropriately record that consent;  

• direct complainants or other customers to the OAIC privacy policy and to answer 
questions in respect to it; and  

• uniformly record personal and sensitive information to ensure it is accurate, up to date, 
and accurate in accordance with APP 10.  

The Resolve system will hold personal and sensitive information collected for the purpose of 
the OAIC performing its functions and activities conferred under Australian law, including for 
the purpose of undertaking its investigatory and compliance functions. All users of the Resolve 
system must hold a security clearance and comply with general information handling, privacy, 
and terms of use policies applicable to the OAIC's information technology systems. Further, 
only privileged users (of which, there are approximately 1 - 10) are able to grant or change a 
user's permissions.  
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Annexure A Privacy Notice 
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